LUDOVIC MEDICAL PRACTICE

Privacy Policy

This is the privacy policy of Ludovic Medical Practice. In this document, “we”, “our”, or “us” refer to Ludovic Medical Practice.

Our registered surgeries are based at:

Johnstone Health Centre, 60 Quarry Street, Johnstone, PA5 8EY.

Linwood Health Centre, 5 Bridge Street, Linwood, PA3 3DB

Introduction
1. This is the privacy policy regarding all information that we record about you. It sets out the conditions under which we may process any information that we collect from you, or that you provide to us. It covers information that could identify you (“personal information”) and information that could not. In the context of the law and this notice, “process” means collect, store, transfer, use or otherwise act on information.

2. We regret that if there are one or more points below with which you are not happy, your only recourse is to leave our website immediately.

3. We take seriously the protection of your privacy and confidentiality. We understand that all visitors to our website are entitled to know that their personal data will not be used for any purpose unintended by them, and will not accidentally fall into the hands of a third party.

4. We undertake to preserve the confidentiality of all information you provide to us, and hope that you reciprocate.

5. Our policy complies with UK law accordingly implemented, including that required by the EU General Data Protection Regulation (GDPR).

6. The law requires us to tell you about your rights and our obligations to you in regards to the processing and control of your personal data. We do this now, by requesting that you read the information provided at knowyourprivacyrights.org
7. Except as set out below, we do not share, sell, or disclose to a third party, any information collected through our website.
The bases on which we process information about you

The law requires us to determine under which of six defined bases we process different categories of your personal information, and to notify you of the basis for each category.

If a basis on which we process your personal information is no longer relevant then we shall immediately stop processing your data.

If the basis changes then if required by law we shall notify you of the change and of any new basis under which we have determined that we can continue to process your information.

Information we process because we have a contractual obligation with you

When you join our practice, receive medical services from us, or otherwise agree to our terms and conditions, a contract is formed between you and us.

In order to carry out our obligations under that contract we must process the information you give us. Some of this information may be personal information.

We may use it in order to:

· verify your identity for security purposes

· provide you with our services

· provide you with suggestions and advice and how to obtain the most from using our website
We process this information on the basis there is a contract between us, or that you have requested we use the information before we enter into a legal contract.

Additionally, we may aggregate this information in a general way and use it to provide class information, for example to monitor our performance with respect to a particular service we provide. If we use it for this purpose, you as an individual will not be personally identifiable.

We shall continue to process this information until the contract between us ends or is terminated by either party under the terms of the contract.

Information we process with your consent

Through certain actions when otherwise there is no contractual relationship between us, such as when you browse our website or ask us to provide you more information about our business, including job opportunities and our services, you provide your consent to us to process information that may be personal information.

Wherever possible, we aim to obtain your explicit consent to process this information, for example, by asking you to agree to our use of cookies. Sometimes you might give your consent implicitly, such as when you send us a message by e-mail to which you would reasonably expect us to reply. Except where you have consented to our use of your information for a specific purpose, we do not use your information in any way that would identify you personally. We may aggregate it in a general way and use it to provide class information, for example to monitor the performance of a particular page on our website. We continue to process your information on this basis until you withdraw your consent or it can be reasonably assumed that your consent no longer exists. You may withdraw your consent at any time by instructing us in writing . However, if you do so, you may not be able to use our website or our services further.
Information we process for the purposes of legitimate interests
We may process information on the basis there is a legitimate interest, either to you or to us, of doing so.

Where we process your information on this basis, we do after having given careful consideration to:

· whether the same objective could be achieved through other means

· whether processing (or not processing) might cause you harm

· whether you would expect us to process your data, and whether you would, in the round, consider it reasonable to do so. For example, we may process your data on this basis for the purposes of:

· record-keeping for the proper and necessary administration of our business or profession

· responding to unsolicited communication from you to which we believe you would expect a response

· protecting and asserting the legal rights of any party

· insuring against or obtaining professional advice that is required to manage business or professional risk

· protecting your interests where we believe we have a duty to do so

Information we process because we have a legal obligation
We are subject to the law like everyone else. Sometimes, we must process your information in order to comply with a statutory obligation.
For example, we may be required to give information to legal authorities if they so request or if they have the proper authorisation such as a search warrant or court order.
This may include your personal information.
Information we process may be categorised as special category data
Special category data is personal data which the GDPR says is more sensitive, and so needs more protection. For example information about an individual’s:

· race;

· ethnic origin;

· health;

· sex life; or

· sexual orientation.
We may process this information for the purposes of medical diagnosis, provision of health treatment and management of health of our patients and the community we serve.

Specific uses of information you provide to us
Health care professionals who provide you with care maintain records about your health and any treatment or care you have received previously (e.g. NHS Trust, GP Surgery, Walk-in clinic, etc.). These records are used to help to provide you with the best possible healthcare.
NHS health care records may be electronic, on paper or a mixture of both, and we use a combination of working practices and technology to ensure that your information is kept confidential and secure. Records that we hold about you may include the following information:
· Details about you, such as your name, address, carers, legal representatives and emergency contact details

· Any contact the surgery has had with you, such as appointments, clinic visits, emergency appointments, etc.

· Notes and reports about your health

· Details about your treatment and care

· Results of investigations such as laboratory tests, x-rays, etc.

· Relevant information from other health professionals, relatives or those who care for you
To ensure you receive the best possible care, your records are used to facilitate the care you receive. Information held about you may be used to help protect the health of the public and to help us manage the NHS. Information may be used within the GP practice for clinical audit purposes to monitor the quality of the service provided. Some of this information will be held centrally and used for statistical purposes. 
Where we do this, we take strict measures to ensure that individual patients cannot be identified.
Sometimes your information may be requested to be used for research purposes – the surgery will always gain your consent before releasing the information for this purpose.

Risk Stratification

Risk stratification data tools are increasingly being used in the NHS to help determine a person’s risk of suffering a particular condition, preventing an unplanned or (re)admission and identifying a need for preventive intervention. Information about you is collected from a number of sources including NHS Trusts and from this GP Practice. A risk score is then arrived at through an analysis of your de-identified information using software and is only provided back to your GP as data controller in an identifiable form. Risk stratification enables your GP to focus on preventing ill health and not just the treatment of sickness. If necessary your GP may be able to offer you additional services.

The Surgery also works with research companies called Synexus, Bayer and FAST.  You may receive a letter from the surgery inviting you to take part in a clinical trial.  These trials will be related to any conditions you may suffer from.  You are not obligated to take part and can ask the surgery at any time to have your name removed from the search lists.  The Clinical Relations Specialist who the surgery works with is fully compliant with data protection and patient confidentiality.    

Please note that you have the right to opt out of your data being used in this way.

Medicines Management

The Practice may conduct Medicine Management Reviews of medication prescribed to its patients. This service performs a review of prescribed medications to ensure patients receive the most appropriate, up to date and cost effective treatments. This service is provided to practices by Greater Glasgow and Clyde Health Board.

Job application and employment

If you send us information in connection with a job application, we may keep it for up to three years in case we decide to contact you at a later date.

If we employ you, we collect information about you and your work from time to time throughout the period of your employment. This information will be used only for purposes directly relevant to your employment. After your employment has ended, we will keep your file for six years before destroying or deleting it.

Sending a message to our practice team
When you contact us, whether by telephone, through our website or by e-mail, we collect the data you have given to us in order to reply with the information you need.
We record your request and our reply in order to increase the efficiency of our practice. We keep personally identifiable information associated with your message, such as your name and email address so as to be able to track our communications with you to provide a high quality service.
Complaining
When we receive a complaint, we record all the information you have given to us.
We use that information to resolve your complaint.
If your complaint reasonably requires us to contact some other person, we may decide to give to that other person some of the information contained in your complaint. We do this as infrequently as possible, but it is a matter for our sole discretion as to whether we do give information, and if we do, what that information is.
We may also compile statistics showing information obtained from this source to assess the level of service we provide, but not in a way that could identify you or any other person
Practice Website Privacy Information
The Practice Website is provided by Neighbourhood Direct Ltd (a member of Oldroyd Publishing Group Limited) in partnership with Myria Limited and uses the GP Fusion GP Website system.
HTTPS
The Practice Website is https-secured, which means communication between the user’s web browser and the server hosting the website are encrypted and cannot be intercepted en-route. It also means a padlock icon is visible in the browser address bar. Details entered into secure forms within SPIRE and SYNEXUS are stored in an encrypted state on the server for up to 28 days and is only accessed over a secure connection by Practice staff. The details submitted are only used for the stated purpose of the form.
Practice Surveys
Any information supplied via Practice Survey forms is stored securely and accessed securely by Practice staff. The information is submitted by patients and used for quality monitoring purposes, in line with the expectations of the patients submitting the feedback. The form does not require personal information. Data entered via Practice Survey forms is kept for as long as the site is active unless it is deleted by a site administrator. Any personal information transmitted via Practice Survey forms may be anonymised by the Practice if this is required to ensure compliance with Data Protection legislation.
Server Logs
The Web Server hosting our Practice Website automatically collects audit logs of Website usage. These logs include the IP addresses of Website users. Web Server Logs are used to monitor, measure, analyse, improve, and troubleshoot services only. They are not published or passed to any third parties, and are used solely to maintain service quality. Audit logs are kept for 6 months and are automatically deleted.
Analytics
Our Practice Website includes activity tracking via Google Analytics. Google anonymises the user activity data and does not store IP addresses. 
Cookies
Our website ‘Usage of Cookies’ page contains information about the cookies used by our website, including those placed by Google to provide accurate analytics. This page also provides details of how to block cookies if required.
Links To Other Websites Which Request Personal Details
The Practice Website directs patients out to Patient Access a third-party secure website service for booking and cancelling routine appointments and requesting repeat prescriptions. There are also links to SPIRE and SYNEXUS within the website. 

